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Advisory #1 on “SigRed” Vulnerability (Dated July 15, 2020)

On July 14, 2020 a new “Wormable” vulnerability was discovered on Microsoft windows server having the CVSS base score of 10 (i.e.
critical). This is a Critical Remote Code Execution (RCE) vulnerability in Windows DNS Server that results from a flaw in Microsoft’s DNS
server role implementation. It affects all Windows Server versions but non-Microsoft DNS servers are not affected. Microsoft has
already issued a patch and it is thus advised that all agencies that use the Microsoft DNS Server apply the patch via Windows Update.
Due to the critical nature of this vulnerability, even if using windows update is not, for some reason, feasible, then it is advised to apply
a registry-based workaround issued by Microsoft and available at https://bit.ly/309jabX to secure their systems as soon as possible.

National Information Technology Emergency Response Team advises all agencies to enable automatic updates in their systems and if

doing so is not possible then manually update their systems in a periodic fashion. 0
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